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Abstract: Cybersecurity faces a significant challenge in safeguarding 
users' confidential information, such as passwords and PIN codes, from 
phishing attacks. These attacks, which employ various deceptive tactics 
like fake login pages, phishing emails, and click-jacking, aim to trick users 
into divulging sensitive data. Traditional security strategies often 
encounter issues of latency and accuracy in detecting these fraudulent 
activities. To address this challenge, we propose a client-side defense 
mechanism leveraging machine learning techniques to detect spoofed 
web pages and protect users from phishing attacks. 
In this work, we introduce Phish Catcher, a Google Chrome extension 
developed as a proof of concept for our machine learning-based 
approach. Phish Catcher utilizes a random forest classifier trained on four 
types of web features to classify URLs as suspicious or trustworthy. To 
evaluate the effectiveness of our extension, we conducted experiments 
on real web applications, testing 400 classified phishing URLs and 400 
legitimate URLs. The results demonstrate a remarkable accuracy and 
precision of 98.5% for detecting spoofed web pages. 
Furthermore, we assessed the latency of Phish Catcher by measuring its 
response time over forty phished URLs. The average recorded response 
time was just 62.5 milliseconds, indicating minimal impact on user 
experience while providing robust protection against phishing attacks. 
Overall, our approach offers a highly accurate and efficient solution for 
detecting phishing attempts, thereby enhancing user security and 
mitigating the risks associated with online fraud. 
 

1. Introduction 
In October 2022, members of the National Institute for Research in Digital Science and Technology (Inria) in France 

fell victim to a phishing attack. They received an email in French prompting them to confirm their webmail account, with a 

link that directed them to a fake login page resembling the legitimate central authentication login page of Inria. This incident 

highlights the persistent threat of phishing attacks, which aim to deceive users into disclosing sensitive information such as 

passwords. 

With the rapid advancement of technology, the online world has witnessed significant growth in various sectors 

including e-commerce, online banking, distance learning, e-health, and e-governance. As a result, billions of users have 

embraced this digital trend, creating personalized accounts on numerous websites to access specialized services. However, 

this convenience comes with risks, as users are often required to provide personal information, including usernames and 

passwords, to login to these accounts. 

Phishing attacks exploit this vulnerability by impersonating legitimate websites and tricking users into divulging 

their confidential information. Attackers employ various techniques, including email phishing, trojan horses, keyloggers, and 

man-in-the-middle proxies, to steal valuable data such as login credentials. These attacks not only pose a threat to individual 
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privacy but also endanger national security, intellectual property, and organizational secrets. 

Traditional security measures, including firewalls, digital certificates, encryption software, and two-factor 

authentication, have proven insufficient in combating sophisticated phishing attacks. While server-side solutions may offer 

protection, they often require extensive modifications to websites and are prone to oversight by developers. Therefore, client-

side solutions have emerged as an alternative approach to safeguarding users without the need for server support. 

Anti-phishing tools can be classified based on their detection mechanisms, including blacklists, heuristics, and 

machine learning. While blacklists provide high accuracy, they may miss zero-day attacks and are susceptible to spam URLs. 

Heuristic-based techniques offer promising results in identifying phishing sites, but their latency increases over time. In 

contrast, machine learning-based approaches leverage statistical properties of training data to classify URLs as legitimate or 

malicious. 

In this paper, we propose Phish Catcher, a stateless client-side tool designed to protect against web spoofing attacks 

using machine learning techniques. Phish Catcher is implemented as a Google Chrome extension, employing the random 

forest algorithm to classify login web pages as either legitimate or spoofed. We conducted experiments to evaluate the 

effectiveness and accuracy of Phish Catcher on real web applications, yielding remarkable results. 

The contributions of this research include the proposal and development of a client-side anti-phishing mechanism, 

the design and implementation of the Phish Catcher Google Chrome extension, careful selection of web features for the 

phishing classifier algorithm, and experimental analysis of Phish Catcher’s performance. 

The remainder of the paper is organized as follows: Section II provides a summary of related work in the literature, 

Section III discusses the research methodology, Section IV describes the design and development of the Google Chrome 

extension, Section V presents the testing results, Section VI evaluates the extension, and Section VII concludes the paper. 

 

2. Related Work 
Numerous techniques and tools have been developed to mitigate the risks posed by phishing attacks. This section 

provides an overview of existing anti-phishing tools and frameworks, categorized into seven major schemes: 

 

A. Visual Similarity and Page Content Investigation: 

- Spoof Catch: Utilizes visual similarity to identify phishing websites based on screenshots of login pages. 

- Strategies based on visual distinction between phishing and legitimate websites using text, layout, and images. 

- Content-focused methodologies employing Term Frequency-Inverse Document Frequency (TF-IDF) filter and Gestalt 

philosophy. 

- PWDHASH++: Analyzes visual similarities between websites based on Gestalt philosophy. 

 

B. Hybrid Approach for Phishing Detection: 

- Dynamic Category Decision Algorithm (DCDA): Utilizes deep learning for phishing detection. 

- Hybrid machine learning models combining multiple techniques for improved effectiveness. 

- Repeated Incremental Pruning to Produce Error Reduction (RIPPER) algorithm for malicious email detection. 

 

C. Anti-Phishing Machine Learning Techniques: 

- Various machine learning algorithms such as logistic regression, random forest, and support vector machines (SVM) used 

for phishing detection. 

- Application of machine learning on noisy datasets for effective detection. 

- Implementation of supervised learning techniques for the classification of malicious websites. 

 

D. Online Training Procedures Preventing Phishing: 

- Studies evaluating the effectiveness of online learning strategies and phishing email filters. 

- Methods for identifying phishing websites based on website source code analysis. 

- Development of embedded email training schemes for educating users about phishing threats. 

 

E. Automated Classification of Fake and Genuine Websites: 

- Automated Individual White List (AIWL): Maintains a white list of known legitimate websites. 

- Scalable machine learning classifiers for dynamic management of website blacklists. 

 

F. URL Analysis for Detecting Phishing: 

- Lightweight URL-based phishing detection approaches leveraging supervised learning. 

- Lexical evaluation of URL tokens and tokenization methods for improved prediction efficiency. 

 

G. Significant Anti-Phishing Tools: 

- Spoof guard: Browser extension displaying photographic passwords and warning users of potential scams. 

- BOGUSBITER: Anti-phishing tool employing an offensive defense strategy by feeding bogus data to malicious sites. 

- Mad Tracer: Detection tool for malvertising attacks, capturing harmful domain tracks more effectively than existing 

solutions. 
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- Prophiler: Framework for reducing the number of web pages needing evaluation to identify harmful websites. 

- DAISY: Lightweight identification and prevention system for defending software-defined networks against DoS attacks. 

These tools and techniques demonstrate a diverse range of approaches to combat phishing attacks, incorporating 

visual similarity analysis, machine learning algorithms, URL analysis, and online training procedures. Continued research 

and development in this field are essential to stay ahead of evolving phishing threats and protect users' online security and 

privacy. 

 

3. Research Methodology 
In our research methodology, we conducted an extensive review of relevant literature to understand the current state-

of-the-art in phishing attacks, web spoofing, machine learning, and various detection mechanisms. Subsequently, we explored 

several machine learning-based frameworks for detecting malicious login pages and compared them with our proposed plug-

ins. additionally, we performed Document Object Model (DOM) analysis and utilized JavaScript and Python to develop a 

sophisticated Google Chrome extension for detecting spoofing attacks. The primary objective was to create a browser add-

on that acts as a classifier for fake and authentic login pages, providing phishing warnings to users in real-time. 

 

A. Model Selection: 

We selected the random forest classifier for our model, as it has shown superior performance in detecting phishing 

attempts compared to other techniques. While data mining-based methods are effective in identifying phishing attacks, 

implementing them directly in browsers for real-time detection presents challenges. Unlike conventional server-based 

approaches, our proposed method runs the classification algorithm inside the browser, offering benefits such as better privacy 

and independence from network latency. 

 

B. Pre-processing: 

For feature extraction, we utilized data from various sources, including the UCI Machine Learning Repository, a 

collection of hijacked journal websites, blacklisted URLs from PhishTank, and genuine URLs from moz.com/top500. 

 

C. Features Collection: 

We faced challenges in selecting suitable features due to the absence of well-fitting datasets and disagreement in the 

literature regarding ultimate distinguishing attributes of phished websites. Despite this, we curated a feature set based on a 

thorough analysis of existing strategies, focusing on address bar, abnormal, HTML and JavaScript, and domain-based 

features. 

 

D. Classification and Classifier Selection: 

We employed a supervised learning approach for classification, with the random forest algorithm selected due to its 

versatility, ease of use, and superior performance. The random forest algorithm creates an ensemble of decision trees, 

reducing overfitting and improving accuracy. Our proposed model utilizes the random forest classifier to identify potential 

phishing attacks and alert users through the Phish Catcher browser extension. 

In summary, our research methodology involved a comprehensive review of literature, development of a 

sophisticated browser extension using JavaScript, and implementation of the random forest classifier for real-time phishing 

detection, aiming to enhance user privacy and security during online browsing. 

 

4. Plugin Design 
Browser extensions or add-ons are small software packages that can modify and enhance the browsing experience 

according to the user's preferences. They are typically developed using web-based programming languages such as HTML, 

CSS, and JavaScript. In this section, we provide an overview of the design and development of our tool Phish Catcher, a 

Google Chrome extension aimed at identifying and protecting against phishing attacks. The main concept behind Phish 

Catcher is to perform classification within the client's browser and display the results in real-time, thus improving latency 

and preserving user privacy. 

  
 

5. Testing 
To evaluate the performance of Phish Catcher, we conducted testing against real web application scenarios. Instead 

of applying unit testing for each feature individually, we focused on aggregated analysis of all features considered for 

classifying legitimate and bogus URLs. However, we present screenshots of a few tested URLs captured by PhishCatcher to 
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provide insight into its performance. 

 

Dataset: 

Legitimate and corresponding fake URLs of 90 hijacked journals. 

310 blacklisted URLs from PhishTank. 

310 legitimate URLs from https://moz.com/top500. 

After multiple experiments, we identified seventeen prominent features, categorized as shown in Table 2. Some of 

these features have been previously utilized in different tools and analyses. 

 

Test Cases: 

Test Case 1: 

URL: https://www.education-online.nl/Cliquez.ici.cas.inria.fr.cas.login/login.html 

Result: Phishing 

Description: This test case involves a sophisticated phishing attack on Inria. PhishCatcher correctly identifies the phishing 

attempt, distinguishing between the genuine and fake login pages. Six features contributed to this identification, including 

URL length, domain prefix/suffix length, favicon, request URL, anchor, and script link. 

 

Test Case 2: 

URL: http://www.ijiq.com 

Result: Phishing 

Description: In this scenario, a spam URL of a hijacked journal is used to deceive users. PhishCatcher successfully detects 

the phishing attempt, alerting users when accessing the bogus URL. Features such as URL length, domain prefix/suffix 

length, favicon, request URL, and anchor played a role in identifying the phishing URL. 

 

 
 

Test Case 3: 

URL: http://www.revistas-academicas.com 

Result: Phishing 

Description: Another phishing attempt involving a hijacked journal URL, where PhishCatcher accurately identifies the 

phishing attack. The features responsible for detection are detailed in Table 4. 

 

Test Case 4: 

Authentic Web Page: http://www.ahistcon.org/revistaayer.html 

Counterfeit Web Page: http://www.ayeronline.com 

Description: This test case evaluates Phish Catcher's performance by comparing genuine and corresponding hijacked URLs 

for the same journal. Phish Catcher correctly identifies the genuine URL while also detecting the spam URL of the hijacked 

journal. 

 

Test Case 5: 

Description: Testing results for top-ranked legitimate websites such as Facebook, Google, Microsoft, and Apple. Phish 

Catcher correctly identifies these websites as safe to use. 

 

Evaluation: 
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                  The proposed model was tested over multiple trials to assess accuracy and latency. Latency experiments were 

conducted, and the results were recorded in the form of a confusion matrix for further calculation of precision, recall, and 

accuracy of the model. 

 

6. Conclusion 
In today's digital landscape, users heavily rely on online applications across various domains, including banking, e-

commerce, social networking, education, and more. However, the rise of sophisticated web spoofing attacks poses significant 

security and privacy risks to users. While several tools exist to combat these attacks, many have shortcomings. 

We have developed Phish Catcher, an optimized and user-friendly browser plug-in, to intelligently detect phishing 

attacks using supervised machine learning. Unlike traditional approaches, Phish Catcher runs the classification directly in 

the browser, addressing latency issues and enhancing tool efficiency. The plug-in's simple user interface provides 

clear phishing alerts and highlights corresponding phishing features, aiding user understanding. 

Phish Catcher utilizes a feature set of thirty features categorized into four groups, each acting as a decision tree. A 

random forest classifier aggregates these decision trees' outcomes to identify fake and genuine login pages. Testing and 

evaluation involved a dataset of 400 malicious and 400 legitimate URLs, assessed using a confusion matrix, yielding 

impressive results with 98.5% precision, 98.5% recall, and 98.5% accuracy. Additionally, the plug-in exhibited low latency, 

averaging just 62.5 milliseconds over forty phishing URLs. 

 

Future Work: 

While Phish Catcher has demonstrated strong performance, there are opportunities for further enhancement: 

Feature Expansion: Adding more automated features could improve overall performance. 

Classifier Diversity: Implementing other discriminative classifiers such as Support Vector Machines (SVM) could enhance 

prediction accuracy, especially with larger datasets. 

Evaluation Metrics: Evolving evaluation metrics using different tools for more comprehensive performance analysis would 

provide deeper insights. 

Continued research and development in these areas will contribute to advancing phishing detection techniques, 

ultimately bolstering users' online security and privacy. 
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