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Abstract: Blood Connect is a web-based platform designed to
efficiently connect blood donors with recipients in real time. The
system enables donor registration, secure authentication using
JWT, and blood request broadcasting based on blood group and
location. When a matching request is generated, instant email
notifications are sent to eligible donors, ensuring faster response
during emergencies. The platform also allows verified organizations
to organize blood donation camps and notify nearby donors. Built
using Node.js, Express, and PostgreSQL, Blood Connect ensures
secure data handling, role-based access control, and reliable
communication to improve the overall blood donation process. The
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matching. It provides a user-friendly interface for donors,
recipients, and administrators. Admin access is restricted to manage
and verify blood camp requests securely. Form validations are
implemented to ensure accurate and reliable data entry. The
platform supports city-based filtering to improve local donor
availability. Sensitive user information is stored securely to protect
privacy. Automated notifications reduce manual coordination
efforts. The system architecture is scalable to support future
enhancements. It promotes voluntary blood donation awareness
through digital connectivity. Overall, Blood Connect aims to reduce
delays in emergency blood procurement and save lives efficiently.

Keywords: Blood Donation, Donor Management System, Blood
Request, JWT Authentication, Role-Based Access Control, Email
Notification System.

1. Introduction

Blood donation plays a crucial role in saving lives during medical emergencies, surgeries, and treatments for chronic
diseases. However, finding the right blood group at the right time remains a major challenge due to lack of proper communication
and coordination between donors and recipients. Traditional methods such as phone calls, manual records, and social media
posts are often slow and unreliable in critical situations.

Blood Connect is a web-based platform developed to address these challenges by creating a direct and efficient link
between blood donors and recipients. The system allows donors to register, securely log in, and update their availability status.
When a blood request is raised, the platform automatically matches the required blood group and location with registered
donors and sends instant email notifications.

The application is built using Node.js, Express.js, and PostgreSQL, ensuring a secure and scalable backend architecture.
JWT-based authentication and role-based access control are implemented to protect user data and restrict administrative
functions. Additionally, the platform enables verified organizations to organize blood donation camps and notify nearby donors.

By digitizing and automating the blood donation process, Blood Connect aims to reduce response time, improve
coordination, and ultimately contribute to saving more lives through timely blood availability.
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2. Literature Review

R. K. Saha and A. K. Singh [1] discussed the importance of digital platforms in modern blood bank management systems.
Their study highlights the limitations of manual donor registries and emphasizes centralized database systems for maintaining
donor records. The research demonstrates that web-based blood bank systems significantly reduce response time during
emergencies. However, the system lacked real- time automated donor notification features and dynamic matching mechanisms.
P. Sharma and M. Verma [2] proposed an online blood donor management framework that integrates user registration, search
functionality, and administrative monitoring. Their system focused on improving accessibility through web interfaces but did
not implement secure token- based authentication or role-based access control. The absence of scalable architecture limited its
adoption in large-scale deployments.

A. Rahman and S. Igbal [3] developed a cloud-based healthcare communication platform aimed at improving coordination
between donors and hospitals. Their work introduced location-based filtering for donor search and demonstrated improved
efficiency in urban areas. However, the system relied heavily on manual communication and lacked automated email or real-
time alert mechanisms.

K. Mehta and D. Patel [4] presented a mobile-supported blood request system using REST APIs for communication between
frontend and backend services. The study emphasized API-driven architecture for modularity and scalability. While their
system improved usability, it did not incorporate advanced security mechanisms such as JWT authentication or structured role
management for administrators and users.

S. Narayanan and V. Kumar [5] proposed a secure healthcare data storage model using relational databases to maintain donor
records. The research focused on ensuring confidentiality, integrity, and availability of medical information. Although the study
improved secure data storage, it did not provide an automated donor-recipient matching algorithm based on blood group and
location.

L. Chenand Y. Zhao [6] analyzed the scalability challenges of real-time web applications in healthcare systems. Their research
highlighted the importance of distributed server architecture, including web servers, application servers, and database servers,
for handling high user traffic. However, their system was generic and not specifically optimized for emergency blood request
workflows.

M. Joseph and T. Abraham [7] explored notification-based systems for emergency services using automated email and SMS
gateways. The results showed improved response rates when alerts were delivered instantly to eligible users. Despite these
improvements, integration with a secure, role- based blood donation management platform was not fully implemented.

Based on the limitations observed in existing systems, the proposed BloodConnect platform integrates secure JWT
authentication, role-based access control, centralized cloud database management, automated donor matching, and real- time
email notifications within a scalable Node.js and PostgreSQL architecture to provide an efficient and secure blood donation
coordination system.

3. Problem Statement

Access to the right blood group at the right time remains a critical challenge in medical emergencies. Traditional
methods of finding blood donors—such as phone calls, personal contacts, social media posts, and manual hospital records—are
time-consuming, unorganized, and often unreliable. These delays can lead to life-threatening situations, especially during
accidents, surgeries, or urgent medical treatments.

Existing blood bank management systems lack real-time donor matching, automated notifications, and secure role-
based access mechanisms. Many systems do not provide proper data security, scalable architecture, or efficient coordination
between donors, recipients, and administrators. Additionally, there is limited support for location-based filtering and instant
communication to eligible donors.

Therefore, there is a need for a secure, scalable, and automated web-based blood donation management system that
can connect donors and recipients in real time, ensure protected handling of sensitive data, and significantly reduce response
time during emergencies. BloodConnect aims to address these challenges by providing efficient donor matching, secure
authentication, and automated notification mechanisms within a centralized server architecture.

Furthermore, the absence of a centralized digital platform results in fragmented donor information across different
hospitals and organizations. Manual verification of donor availability often causes unnecessary delays during urgent situations.
There is no standardized mechanism to instantly notify only eligible donors based on blood group and location. Data privacy
concerns arise when sensitive donor information is shared through unsecured communication channels.

4. Proposed System

The proposed system, BloodConnect, is a secure and scalable web-based blood donation management platform designed
to connect donors and recipients in real time. The system follows a centralized architecture consisting of a Web Server,
Application Server, and Database Server to ensure structured processing and secure data handling.

Users access the system through a web interface where donors can register, log in, and update their availability.
Recipients or authorized users can raise blood requests by specifying required blood group and location. The Application Server
processes these requests, executes matching logic, and retrieves relevant donor data from the Database Server.

JWT-based authentication and role-based access control are implemented to ensure secure access for donors, recipients,
and administrators. Automated email notification services are integrated to instantly alert eligible donors when a matching
request is generated. Sensitive data is stored securely within the centralized database, ensuring confidentiality, integrity, and
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availability.
The system also provides administrative functionality for verifying and managing blood donation camps, monitoring
requests, and maintaining system integrity.

5. Methodology
1. Requirement Analysis

The system requirements were identified based on challenges in traditional blood donation processes. Functional
requirements include donor registration, login authentication, blood request creation, and notification services. Non- functional
requirements include security, scalability, reliability, and performance. User roles such as donor, recipient, and administrator
were clearly defined. The analysis phase ensured a structured foundation for system development.

2. System Design

A three-tier architecture was designed consisting of Web Server, Application Server, and Database Server. The Web
Server manages user interface interactions through web pages. The Application Server processes business logic, authentication,
and API requests. The Database Server stores and retrieves donor and request data securely. This layered design improves
maintainability, scalability, and security.
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fig 1. System Design

3. Database Design

A relational database schema was created using PostgreSQL to manage structured data efficiently. Separate tables were
designed for donors, users, blood requests, and camp management. Primary and foreign keys were defined to maintain data
relationships and integrity. Data validation constraints were implemented to ensure accuracy and consistency. The database
design supports fast query execution and scalable storage.

4. Authentication and Security Implementation

JWT-based authentication was implemented to secure user login sessions. Passwords are encrypted before being stored
in the database. Role-based access control restricts unauthorized access to administrative features. Secure API routes are
protected using middleware validation. These mechanisms ensure confidentiality and integrity of sensitive user information.

5. Donor Matching Algorithm

A matching algorithm was developed to filter donors based on blood group and city. The system compares request details
with available donor records in the database. Only eligible and active donors are selected for notification. The algorithm reduces
manual searching and improves response efficiency. This automated process ensures faster donor-recipient coordination.

6. Notification Integration

An automated email notification system was integrated with the backend server. When a match is found, email alerts are
triggered instantly to eligible donors. The notification includes request details such as location and contact information. This
reduces communication delay during emergencies. Automated alerts significantly improve donor response rates.

7. Testing and Validation

Functional testing was performed to verify system features and workflows. Security testing ensured protected access to
restricted routes and data. Performance testing evaluated system behavior under multiple user requests. Error handling and
validation checks were verified for reliability. Testing ensured the system operates efficiently in real-time scenarios.
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8. Deployment

The application was deployed on a cloud-based server environment. The server configuration supports scalability for
increasing user traffic. Environment variables were securely managed for database and authentication keys. Continuous
monitoring ensures stable performance and uptime. Deployment enables centralized and real-time access to the BloodConnect

platform.
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6. Experimental Result

fig 2. Application Flow
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Dear Ashwin,

A blood donation camp has been scheduled:

Event: blood

Date: Fri Aug 22 2025 00:00:00 GMT+0530 (India Standard Time)
City: Tirupur

Please join us!

fig 3. Notification for Camp

Dear Ashwin,
A patient in Tirupur urgently needs blood (A1B+). Please contact them at 8749893487

Thank you!

fig 4. Notification for blood Request

The Blood Connect system was tested to evaluate its performance, reliability, security, and efficiency in handling real-
time blood donation requests. The experimental evaluation was conducted in a controlled environment with multiple registered
donors and simulated emergency blood requests.

During functional testing, the system successfully handled donor registration, login authentication, profile updates,
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and blood request creation without errors. The donor matching algorithm accurately filtered eligible donors based on
blood group and location, producing correct matching results in all test cases. Automated email notifications were delivered
instantly to matched donors, significantly reducing communication delay compared to manual coordination methods.

Performance testing was conducted by simulating multiple concurrent users accessing the system. The Web Server
efficiently handled client requests and forwarded them to the Application Server without noticeable latency. The Application
Server processed API logic and database queries effectively, while the Database Server retrieved and stored records with
minimal response time. The average response time for a blood request operation was observed to be within acceptable limits for
real-time applications.

Security testing confirmed that JWT-based authentication prevented unauthorized access to protected routes. Role-based
access control successfully restricted administrative operations to authorized users only.

Overall, the experimental results demonstrate that Blood Connect provides reliable donor-recipient matching, secure
authentication mechanisms, scalable server architecture, and efficient real-time notification services. The system effectively
reduces response time during emergencies and improves coordination between donors and recipients, validating the practicality
and effectiveness of the proposed solution.

7. Conclusion and Future Work

The Blood Connect system successfully addresses the challenges associated with traditional blood donation coordination
methods. By implementing a secure, web-based platform with real-time donor matching and automated notification services,
the system significantly reduces response time during medical emergencies. The integration of JWT-based authentication and
role-based access control ensures secure handling of sensitive donor information.

The three-tier architecture consisting of Web Server, Application Server, and Database Server enhances scalability,
maintainability, and system performance. Experimental results demonstrate high donor matching accuracy, reliable notification
delivery, and strong security validation. The platform efficiently connects donors and recipients based on blood group and
location, minimizing manual effort and communication delays.

Furthermore, the centralized database structure improves data consistency and integrity across the system. The
automated workflow reduces human intervention and operational errors in emergency coordination. Overall, Blood Connect
provides a practical, secure, scalable, and efficient digital solution for modern blood donation management and life-saving
support services.

In the future, the Blood Connect system can be enhanced by developing a dedicated mobile application for Android and
iOS platforms to improve accessibility. Integration of SMS and push notification services can further increase donor response
rates. GPS-based real-time location tracking can be implemented to provide more precise donor filtering and navigation
assistance.

The system can also incorporate hospital and blood bank integration through API connectivity for real-time inventory
updates. Advanced analytics and dashboards can be added for monitoring donation trends and demand forecasting. Al-based
predictive analysis could be implemented to anticipate blood shortages in specific regions.

Additionally, blockchain-based data security mechanisms can be explored to further strengthen data transparency and
trust. Multi-language support can be introduced to make the platform accessible to a wider population. Finally, implementation
of automated donor eligibility checks based on health history can enhance reliability and ensure safer blood donation practices.
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