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Abstract: Examination malpractice in Nigeria has evolved from 
conventional impersonation into a sophisticated, technology-
enabled ecosystem of organized fraud. This paper presents the first 
empirical analysis of biometric fraud and syndicated collusion in 
Nigeria’s Unified Tertiary Matriculation Examination (UTME), 
drawing on primary data from the Special Committee on 
Examination Infractions (SCEI) — a 23-member government-
appointed body constituted by the Joint Admissions and 
Matriculation Board (JAMB) in August 2025. The SCEI investigated 
6,458 suspected cases spanning six categories: finger blending 
(4,251), image morphing via AI software (190), albinism falsification 
(1,878), multiple NIN registrations (30), credential forgery (24+), 
and solicitation (110). Evidence comprised biometric forensic audits, 
suspect interviews, digital financial trail analysis, and a stakeholder 
survey of 416 respondents. Findings reveal a tripartite collusion 
structure — candidates, CBT centre operators, and 
parents/guardians — sustained by commercial pricing structures 
ranging from ₦7,500 to ₦180,000, AI morphing tools, biometric 
tampering devices, and VPN-enabled ghost registrations. Only 
10.1% of stakeholders rated current security measures as effective. 
A governance gap analysis demonstrates that Nigeria’s Examination 
Malpractice Act, Cybercrimes Act, and JAMB Act lack explicit 
provisions for biometric and AI-enabled fraud, sustaining systematic 
impunity for syndicate actors. The paper proposes the Examination 
Integrity Governance Framework (EIGF): a four-pillar architecture 
of detection, deterrence, prevention, and cultural reorientation. It 
contributes the first empirically grounded typology of technology-
enabled examination fraud in Sub-Saharan Africa and a purpose-
built governance framework for the Nigerian UTME context. 
 
Key Words: Examination Malpractice; Biometric Fraud; JAMB; 
UTME; Nigeria; Image Morphing; Finger Blending; CBT Centres; 
Examination Governance; Digital Fraud; EIGF Framework 

1. Introduction 
The integrity of national examinations is foundational to the functioning of merit-based systems of tertiary education 

access. Where examination results are corrupted — whether through impersonation, biometric manipulation, or syndicated 

collusion — the consequences extend far beyond individual acts of dishonesty: they corrupt institutional selection processes, 

devalue legitimate academic qualifications, misallocate educational resources, and erode public confidence in both the 

examining body and the broader educational system [1, 2]. In Nigeria, the stakes of examination integrity are particularly acute. 
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The Unified Tertiary Matriculation Examination (UTME), administered annually by the Joint Admissions and Matriculation 

Board (JAMB), is the primary gateway to tertiary education for approximately 2.2 million candidates each year [3]. Its results 

determine admission to over 800 Nigerian tertiary institutions across a population of more than 220 million people, making it 

one of the highest-stakes examinations in Sub-Saharan Africa. 

Examination malpractice in Nigeria is not a new phenomenon, but its character has changed dramatically in the past 

decade. Where earlier forms of malpractice involved manual impersonation, leaked question papers, or supervisor collusion, 

contemporary infractions leverage artificial intelligence, biometric tampering, virtual private networks (VPNs), and organized 

criminal syndicates with clear commercial pricing structures [4, 5]. The 2025 UTME cycle marked a watershed moment: 

JAMB's post-examination technical audit detected multiple categories of technologically-enabled fraud at a scale and 

sophistication that necessitated the constitution of a Special Committee on Examination Infractions (SCEI) — a 23-member 

government-appointed body drawn from cybersecurity, academia, law enforcement, legal services, disability representation, 

tech experts, and student advocacy. 

The SCEI investigated 6,458 suspected cases of examination malpractice (excluding a separately adjudicated albinism 

verification group of 1,878 flagged candidates), employing biometric forensic audits, digital financial trail analysis, suspect and 

stakeholder interviews, legal analysis of the Nigerian statutory framework, and international benchmarking against UCAS (UK), 

the College Board (USA), and Cambridge Assessment International Education. This paper presents the first scholarly analysis 

of the SCEI’s findings, treating the committee’s work as a primary empirical source for generating original insights into the 

nature, organization, and governance of technology-enabled examination fraud in Nigeria. 

The paper makes four original contributions. First, it presents the first empirically grounded typology of technology-

enabled examination fraud in Sub-Saharan Africa, classifying infractions by method, actor, technology, and organizational 

structure. Second, it documents for the first time the tripartite collusion structure — candidates, CBT centres, and parental actors 

— as the operational architecture of large-scale UTME fraud, with evidence of commercial pricing, specialist roles, and repeat 

networks. Third, it provides the first systematic governance gap analysis of Nigeria’s legal framework for examination integrity, 

demonstrating that existing statutes lack explicit provisions for biometric and AI-enabled fraud. Fourth, it proposes the 

Examination Integrity Governance Framework (EIGF): a four-pillar model integrating detection technology, deterrence 

mechanisms, preventive policy reform, and cultural reorientation — designed specifically for the Nigerian UTME context and 

generalisable to comparable national examinations in developing economies. 

The remainder of the paper is organised as follows. Section 2 reviews the literature on examination malpractice, 

biometric security, and examination governance. Section 3 describes the SCEI’s methodology and the data sources underpinning 

this analysis. Section 4 presents the typology and empirical findings on fraud patterns, actor roles, and pricing structures. Section 

5 documents the stakeholder survey findings and the governance gap analysis. Section 6 develops the EIGF. Section 7 discusses 

implications and limitations. Section 8 concludes. 
 

2. Literature Review 
2.1 Examination Malpractice: Conceptual Evolution and African Evidence 

Examination malpractice encompasses a spectrum of dishonest behaviours in formal assessment contexts, ranging from 

prohibited materials possession and answer copying to impersonation, paper leakage, and result falsification [6]. The conceptual 

literature distinguishes between candidate-level malpractice (acts perpetrated by individual examinees), institutional malpractice 

(acts perpetrated by or with the complicity of examination centres, schools, or supervisors), and systemic malpractice (organized, 

commercial networks that provide malpractice services across multiple cycles and centres) [7, 8]. In the Nigerian context, 

Aluede et al. [9] established that examination malpractice is perceived by a significant proportion of secondary and tertiary 

students as a rational strategy for navigating competitive educational bottlenecks. Nwadiani [10] identified pressure to succeed, 

inadequate preparation, perceived injustice in the examination system, and low perceived probability of detection as the primary 

drivers. Critically, neither of these foundational studies anticipated the emergence of technology-enabled malpractice as the 

dominant modality. 

The technology dimension is recent in the Nigerian literature but rapidly emerging. Osunde and Omoruyi [11] 

documented the use of mobile phones and electronic devices in secondary school examinations, while Eze [12] traced the 

evolution from manual to digital impersonation in tertiary entrance examinations. The 2025 UTME cycle, as documented in this 

paper, represents a qualitative escalation beyond these accounts: the use of AI image morphing software, multi-fingerprint 

biometric tampering, and VPN-enabled ghost CBT centre registration constitute a categorically new threat class that prior 

literature has not addressed. 

 

2.2 Biometric Security in Examination Systems 

The deployment of biometric verification in national examinations has been presented in the literature as a significant 

security advance over traditional photographic identification [13]. Fingerprint verification reduces impersonation by 

establishing identity at the point of examination entry rather than relying on photographic resemblance; facial recognition further 

strengthens this by enabling real-time matching against stored registration images [14]. JAMB’s introduction of NIN-linked 

biometric registration, fingerprint verification, and facial recognition for UTME candidates represents one of the most 

comprehensive biometric examination security systems on the African continent [15]. However, the SCEI’s findings expose a 

critical vulnerability in biometric-centric systems that the literature has not adequately addressed: the attack surface shifts from 

the examination itself to the biometric registration process. When registration infrastructure is accessible to third parties (CBT 
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centre operators, school officials, proxy registrants), biometric capture can be manipulated before the examination, rendering 

in-hall biometric verification ineffective against pre-registered fraud. 

Ratha et al. [16] catalogued biometric system vulnerabilities, including spoofing (presenting a false biometric sample to 

the sensor), hill climbing (iterative feedback attacks on biometric matchers), and replay attacks (presenting previously captured 

genuine samples). The SCEI’s findings document a novel variant: ‘biometric poisoning at registration’ — the deliberate 

corruption of an enrolled biometric profile during the registration phase to include fraudulent biometric data (the fingerprints of 

a professional examination-taker), such that subsequent in-hall verification authenticates the fraudster rather than the legitimate 

candidate. This is an attack modality that standard biometric security frameworks have not specifically modelled. 

 

2.3 Governance of Examination Integrity: Frameworks and Gaps 

The governance literature on examination integrity has developed predominantly around high-income country 

examination systems. Johnston [17] proposes a three-level governance model for examination security comprising candidate-

level deterrence (sanctions and surveillance), institutional-level accountability (examination body oversight), and systemic-level 

integrity (legal framework and independent auditing). Baird et al. [18] identify the legal framework as the weakest element of 

examination governance in most sub-Saharan African countries, noting that penal provisions are frequently outdated, 

inconsistently enforced, and inadequately calibrated to organized malpractice. Chapman and Lindner [19] document the specific 

challenge of enforcement gaps in countries where examination bodies lack prosecutorial authority and must rely on fragmented 

referrals to law enforcement agencies with no specialist capacity. 

The Nigerian legal framework has received limited attention in the international literature. The Examination Malpractice 

Act (Cap E15, LFN 2004) and the JAMB Act establish the statutory basis for examination integrity governance in Nigeria, but 

both predate the emergence of biometric and AI-enabled fraud. Okwuosa [20] conducted the most recent systematic analysis of 

examination malpractice law in Nigeria, concluding that existing provisions are adequate for traditional impersonation and 

material fraud but structurally inadequate for digital identity fraud, biometric manipulation, and organized cybercrime — a 

conclusion directly confirmed by the SCEI’s legal audit in 2025. 

 

2.4 The Cultural Normalization of Examination Fraud 

A distinct strand of the literature addresses the cultural dimensions of examination malpractice, arguing that technical 

and legal interventions alone are insufficient where dishonesty in high-stakes assessments has become socially normalized [21]. 

In Nigeria, the cultural normalization of examination malpractice — manifested in familial financial support for fraud, 

community tolerance of malpractice service providers, and candidate perceptions of malpractice as a legitimate navigation 

strategy — has been documented by Nwadiani [10] and Umar et al. [22]. The SCEI’s stakeholder survey extends this evidence 

base to a post-AI malpractice context, revealing that parental and guardian complicity is not merely passive but active and 

financially constitutive of the fraud ecosystem. This finding calls for the integration of cultural reorientation mechanisms into 

examination governance frameworks alongside technical and legal interventions. 

 

3. Materials and Methods 

3.1 Research Design and Data Source 

This study employs a primary-source documentary and analytical research design, treating the SCEI’s investigative 

proceedings, evidence review, forensic analyses, stakeholder interviews, and survey data as the primary empirical data source. 

This design is appropriate because the SCEI constituted the only systematic, authorised investigation of the 2025 UTME 

infractions, with access to JAMB’s biometric databases, confessional testimonies, digital financial records, and institutional 

documentation that are not available through any other methodological route. The author served as the information technology 

expert and held roles as sub-committee leads and technical advisors within the committee, ensuring full data access and 

methodological oversight. 

 

3.2 Study Design 

Mixed institutional investigation: combining qualitative evidence review (biometric forensics, testimonial interviews, 

document analysis) with quantitative stakeholder survey and statistical classification of infraction categories. The investigation 

followed a sequential design: Phase 1 (evidence review and categorisation), Phase 2 (stakeholder interviews and surveys), Phase 

3 (legal and policy analysis), Phase 4 (framework development). 

 

3.3 Study Location 

Investigations were conducted at the JAMB National Headquarters, Bwari, FCT, Abuja, with field evidence collected 

from implicated CBT centres and schools across Anambra, Imo, Kano, Edo, and the FCT — states identified through JAMB’s 

post-examination technical audit as exhibiting the highest concentration of malpractice incidents. Virtual interviews were 

conducted with candidates and CBT operators from additional states via Zoom. 

 

3.4 Study Duration 

The SCEI was inaugurated on 18 August 2025 and submitted its report on 8 September 2025, representing a 21-day 

investigative period. The SCEI conducted 20 committee-level meetings (12 physical, 8 virtual) and convened five sub-

committee streams in parallel. This paper’s analysis of the SCEI data was conducted from September to October 2025. 
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3.5 Sample Size 

 Phase 1 (case review): n = 6,458 suspected infraction cases reviewed; n = 1,878 albinism falsification cases reviewed 

separately. Phase 2 (interviews): n = 48 individuals interviewed across suspect categories (candidates, parents, CBT centre 

operators, school representatives); invitation was extended to 180 individuals across infraction categories, with attendance rates 

varying significantly by category (detailed in Table 2). Phase 3 (stakeholder survey): n = 416 respondents across five stakeholder 

categories. 

 

3.6 Sample Size Determination and Selection Method 

The 6,458 case population was determined by JAMB’s post-examination biometric anomaly detection system, which 

flagged candidate records exhibiting fingerprint duplication, image morphing indicators, or registration irregularities. This 

constituted a census of all flagged cases rather than a sample. Interview subjects were selected by random sampling within each 

infraction category from JAMB’s flagged candidate database. Stakeholder survey respondents were selected purposively across 

five categories: CBT centre owners and staff, parents/guardians, secondary institution staff, JAMB committee members, and 

candidates. 

 

3.7 Subjects and Selection 

Interview subjects were drawn from four categories: (i) candidates flagged across infraction types; (ii) parents and 

guardians of flagged candidates where reachable; (iii) CBT centre owners and operators of flagged centres; and (iv) school and 

tutorial centre representatives. Invitation was issued to 60 candidates per major infraction category; attendance rates and actual 

interview numbers are detailed in Table 2. All suspects were informed that the SCEI was a fact-finding body, not a court of law, 

and that cooperation with the investigation could be considered in sanction determinations. 

 

3.8 Inclusion and Exclusion Criteria 

Inclusion (case review): All candidates flagged by JAMB’s post-examination biometric anomaly detection system for the 2025 

UTME cycle, across all infraction categories, excluding the separately adjudicated albinism verification group. Inclusion 

required: (a) JAMB flag in the 2025 cycle; (b) availability of digital biometric record for forensic review; and (c) at least one 

corroborating evidence source (financial record, digital communication, or confessional statement). 

 

Inclusion (stakeholder survey): Individuals with direct professional or personal involvement in the JAMB UTME process in 

2025, across the five designated stakeholder categories. Minimum age of 18 years; voluntary participation with informed 

consent. 

 

Exclusion: Candidates in the albinism verification group were excluded from the primary case review as they were subject to a 

distinct medical verification process. Cases where biometric flag was attributable to documented technical malfunction by 

JAMB equipment (rather than candidate action) were excluded from culpability determinations. 

 

3.9 Procedure 

Each of the 6,458 flagged cases was reviewed by the Investigation & Evidence Sub-committee using a structured scoring 

matrix that assessed evidence of fraudulent intent across four dimensions: biometric anomaly severity (fingerprint duplication 

count, morphing confidence score), documentary corroboration (payment receipts, digital communication logs), institutional 

connection (linkage to flagged CBT centre or school), and prior infraction history (JAMB database check). Cases were classified 

into confirmed culpable, probable culpable, or insufficient evidence categories. Interviews with suspects followed a semi-

structured protocol, with an opening fact-finding statement informing subjects of the committee’s non-judicial role and a 

structured question sequence covering: registration pathway, CBT centre relationship, awareness of biometric data, and financial 

transactions. Stakeholder surveys were administered via structured online questionnaire across five Likert-scale and categorical 

measures. 

 

3.10 Statistical Analysis 

Descriptive statistics characterised the distribution of infraction categories, pricing structures, geographic concentration, 

and stakeholder survey responses. Chi-square tests assessed associations between infraction type and geographic location. 

Qualitative analysis of interview transcripts followed thematic coding using a deductive framework derived from the SCEI’s 

Terms of Reference. Legal analysis employed a comparative statutory review method, mapping each identified infraction type 

against the provisions of the Examination Malpractice Act, Cybercrimes Act (2015, amended 2024), JAMB Act, Criminal Code, 

Penal Code, and Administration of Criminal Justice Act (2015). 

 

3.11 Ethical Considerations 

The SCEI operated under the statutory authority of JAMB and the terms of its constituting instrument. All suspect 

interviews were conducted with informed notification of the committee’s fact-finding mandate. Personal identifying information 

of individual candidates is protected in this paper; case references use category and number designations rather than personal 

names. The findings of the SCEI committee have been a discourse in national television and radio stations as authorised by 
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JAMB and this publication serves the sole interest of documenting the nature and governance of examination fraud for scholarly 

and policy purposes. No private or confidential information not already in the public domain through the official SCEI report is 

disclosed in this paper. 

 

4. Results 
4.1 Typology of Technology-Enabled Examination Fraud: The 2025 UTME Infraction Landscape 

The SCEI investigation identified six primary infraction categories, each representing a distinct technological modality 

and actor configuration. Table 1 presents the full infraction typology with case counts, primary technology employed, primary 

actor(s), and evidence basis. 

 

Infraction 

Category 

Cases (n) Primary Technology Primary Actors Pricing 

Structure 

Evidence 

Basis 

Finger blending / 

pairing 

4,251 Biometric tampering 

devices; multi-

fingerprint capture 

Candidates + 

CBT centre staff 

+ professional 

exam-takers 

₦15,000–

₦180,000 (full 

impersonation 

package) 

Biometric 

forensic audit; 

confessions 

Albinism 

falsification 

1,878 Exploitation of 'Albino 

mode' protocol; image 

manipulation 

Candidates + 

CBT centre staff 

Bundled with 

image 

morphing fees 

Protocol 

exploitation 

records 

Image morphing / 

AI blending 

190 AI photo editing 

software; virtual 

camera apps 

Candidates + 

CBT operators 

(Mr. Gr8 ICT et 

al.) 

₦30,000–

₦80,000 

Confessions; 

digital 

forensics 

Solicitation 110 Encrypted messaging; 

mobile payment apps 

Candidates + 

school agents + 

tutorial centres 

₦15,000–

₦50,000 

Phone records; 

payment 

receipts 

Multiple NIN 

registration 

30 NIMC enrolment 

exploitation; identity 

switching 

Candidates + 

external 

accomplices 

Included in 

fraud package 

NIMC database 

audit 

Result / credential 

forgery 

24+ Printers; scanners; 

document editing 

software 

Candidates + 

institutional 

insiders + 

syndicates 

₦20,000–

₦35,000 per 

certificate 

Documentary 

forensics; 

confessions 

Table 1: Typology of Technology-Enabled Examination Fraud in the 2025 UTME (SCEI Investigation, n=6,458 cases reviewed). 

 

Finger blending constituted the numerically dominant infraction (65.8% of total flagged cases), involving the integration 

of the fingerprints of a professional examination-taker (‘contributor’) into the registration profile of a paying candidate 

(‘receiver’), such that in-hall biometric verification authenticates the contributor rather than the legitimate candidate. Evidence 

from CBT centre operator interviews revealed that contributors were mobile — serving multiple candidates across different 

centres on the same examination day — and that some had contributed fingerprints to ten or more candidate profiles across 

several examination cycles. 

 

4.2 The Tripartite Collusion Structure 

A key finding of the SCEI investigation is that technology-enabled UTME fraud does not function as an aggregate of 

individual candidate acts but as a structured commercial ecosystem with three systematic actor tiers. Figure 1 illustrates the 

tripartite collusion structure. 

 

Tier Primary Actors Role Connection Point 

Tier 1 (Demand) Candidates; 

Parents/Guardians 

Finance the fraud; provide 

registration materials; 

receive fraudulent benefit 

Payment to Tier 2 agents; 

provision of photographs and 

NIN details 

Tier 2 (Brokerage) CBT centre owners/staff; 

School agents; Tutorial 

centre operators 

Receive payment; 

coordinate between 

demand and supply; 

exploit system access; 

Control of JAMB 

registration terminals; 

knowledge of 'Albino mode' 

and biometric capture 
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recruit professional exam-

takers 

protocols 

Tier 3 (Supply) Professional exam-takers; 

Biometric contributors; 

Document forgers; 

Technical accomplices 

Execute the fraud at the 

technical level; contribute 

fingerprints; produce 

morphed images; forge 

certificates 

Access to CBT terminals 

during registration; AI tools 

and forgery equipment 

Figure 1: Tripartite Collusion Structure of Technology-Enabled UTME Fraud (SCEI, 2025) 

Table 2: Tripartite Collusion Structure of Technology-Enabled UTME Fraud (SCEI, 2025). 

 

This structure has important governance implications: candidate-focused sanctions alone are insufficient to disrupt a 

fraud ecosystem where the operational and technical capacity resides primarily in Tier 2 and Tier 3 actors. The SCEI’s evidence 

documented that in 80% of flagged CBT centres, the centre owner was not directly aware of the specific infraction being 

committed by staff — though in cases of ‘pairing’ (where the centre owner directly allocated a seat to a non-registered 

candidate), owner culpability was direct. 

 

4.3 Geographic Concentration of Malpractice 

Analysis of infraction case distribution revealed significant geographic concentration, with four states — Anambra, Imo, 

Kano, and Edo — accounting for a disproportionate share of confirmed fraud cases. Table 3 presents the geographic distribution 

of confirmed finger blending and image morphing cases by state. 

 

State / Zone Finger 

Blending (n) 

Image 

Morphing (n) 

% of Total 

(4,441 

combined) 

Dominant Infraction 

Type 

Anambra (South-East) 742 47 17.7% Finger blending + 

morphing 

Imo (South-East) 618 39 14.8% Finger blending (CBT-

led) 

Kano (North-West) 584 28 13.8% Finger blending 

(school-facilitated) 

Edo (South-South) 411 22 9.8% Morphing + 

solicitation 

FCT Abuja 312 18 7.4% Multiple NIN + 

solicitation 

All other states 1,584 36 36.5% Mixed 

Table 3: Geographic Distribution of Confirmed Finger Blending and Image Morphing Cases (SCEI, 2025). 

 

4.4 Stakeholder Survey: Confidence in Examination Security 

A structured stakeholder survey (n=416) administered across five stakeholder categories produced findings that confirm 

a systemic crisis of confidence in JAMB’s examination security infrastructure. Table 4 presents key survey findings 

disaggregated by stakeholder category. 

 

Survey Metric CBT 

Operators 

(%)* 

Parents/ 

Guardians 

(%)* 

School Staff 

(%)* 

JAMB 

Officials 

(%)* 

Students 

(%)* 

Direct knowledge of examination 

malpractice 

15.8 31.4 28.7 18.2 24.3 

Rate current security measures as 

'very effective' 

8.2 11.4 9.8 14.1 7.6 

Rate current security measures as 

'ineffective/uncertain' 

51.3 44.8 48.6 32.4 52.7 

Support AI-powered monitoring 

upgrade 

78.4 61.2 74.3 91.3 69.8 
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Support stricter sanctions for CBT 

centres 

61.7 72.4 68.9 88.4 74.2 

Believe malpractice is 

'normalised' in their environment 

42.3 38.6 51.2 22.1 45.8 

Table 4: Stakeholder Survey Findings by Category (n=416, SCEI 2025).  *Percentages are rounded to one decimal place. 

 

The overall rate of stakeholders rating current security measures as ‘very effective’ was 10.1% — a figure that 

constitutes a fundamental confidence crisis, particularly notable given that CBT centre operators — who are closest to the 

examination process — registered the lowest effectiveness rating (8.2%). The finding that 42–51% of stakeholders across 

categories perceive malpractice as ‘normalised’ in their environment is consistent with the cultural normalization literature [10, 

22] and underscores the inadequacy of purely technical or legal responses. 

 

4.5 Interview Findings: Mechanisms, Motivations, and Pricing 

Semi-structured interviews with 48 subjects across suspect categories yielded qualitative insights into the mechanisms 

and motivations of organized examination fraud. Table 5 summarises attendance rates by infraction category and key thematic 

findings. 

 

Infraction Category Invited (n) Attended 

(n) 

Attendance 

Rate (%) 

Key Thematic Finding 

Image morphing 60 3 + CBT 

owner 

5.0 All three attendees confirmed 

deliberate fraud; CBT owner (Mr. 

Gr8) provided full operational 

confession including AI tool used 

Albinism falsification 60 2 3.3 Both confirmed deliberate 

exploitation of 'Albino mode'; one 

registrant (Zimcom Computers) 

confirmed protocol for toggling 

Finger blending 60 20 (8 

interviewed) 

33.3 8 interviewed confirmed payment 

to CBT staff; cited parental 

direction and 'inability to pass on 

own' as motivation 

Solicitation — 9 — 3 telephone + 6 Zoom; confirmed 

payment amounts ₦15,000–

₦50,000; cited school agent as 

intermediary 

Result/credential forgery — 1 (Yusuf 

Gimba case) 

— Confirmed syndicate structure: 

candidate → broker (Francis) → 

institutional insider (Tunde, 

Economics Dept.) → forged NCE 

certificate 

Table 5: Interview Attendance Rates and Key Thematic Findings by Infraction Category (SCEI, 2025). 

 

The credential forgery case is particularly instructive for its documentation of a multi-actor institutional infiltration 

network. Evidence revealed that a lecturer within a College of Education (FCT) was directly producing fraudulent NCE results 

for payment — enabling non-attending candidates to procure qualifications for Direct Entry university admissions. This insider 

threat dimension — fraudulent credentialing from within accredited academic institutions — represents a governance challenge 

that JAMB’s examination-level security measures are structurally unable to address alone. 

 

5. Governance Gap Analysis: Legal Framework Inadequacy and Enforcement Failure 
5.1 Statutory Framework Review 

The SCEI’s Legal and Disciplinary Sub-committee conducted a comprehensive review of all relevant Nigerian statutes, 

mapping each infraction type against the provisions of applicable law. Table 6 presents the statutory mapping and identified 

gaps. 
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Infraction Type Applicable Statute Existing Provision Governance Gap 

Finger blending / 

biometric fraud 

Cybercrimes Act 

2015 (amended 

2024), s.8, s.32 

Unauthorized 

computer access; 

identity fraud 

No explicit provision for biometric 

registration fraud; s.8 requires 

'unauthorized access' which is 

complicated when CBT centre has 

legitimate JAMB access 

Image morphing (AI) Examination 

Malpractice Act (Cap 

E15); Cybercrimes 

Act 

Impersonation 

(general); digital fraud 

No explicit provision for AI-

generated biometric manipulation; 

'impersonation' provisions predate 

AI morphing 

Multiple NIN 

registration 

NIMC Act; 

Cybercrimes Act s.22 

Identity fraud; database 

manipulation 

JAMB lacks inter-agency authority 

to initiate NIN fraud prosecution; 

must refer to NIMC separately 

Credential / result 

forgery 

Criminal Code s.363–

364; Penal Code 

s.364; EFCC Act 

Forgery; obtaining by 

false pretences 

Weak chain-of-custody procedures 

mean digital evidence often 

inadmissible; no digital evidence 

provision in Exam Malpractice Act 

CBT centre complicity JAMB Act 

(administrative 

sanctions only) 

Deregistration; MoU 

termination 

JAMB cannot prosecute CBT 

centres criminally; criminal referral 

to NPF/DSS creates coordination 

bottleneck and evidence risk 

Parental / guardian 

facilitation 

ICPC Act s.26; 

Criminal Code 

ss.516–518 

Conspiracy; aiding and 

abetting 

Parents rarely prosecuted; no 

specific provision in Examination 

Malpractice Act; ACJA 2015 

restorative approach conflicts with 

punitive intent 

Table 6: Statutory Mapping and Governance Gaps — Technology-Enabled UTME Fraud (SCEI Legal Sub-committee, 2025). 

 

The governance gap analysis reveals a structural enforcement deficit across all six infraction categories. The most 

consequential gap is the absence of explicit statutory provision for biometric fraud — an omission that reflects the fact that both 

the Examination Malpractice Act (2004) and the JAMB Act predate the era of biometric examination registration. This omission 

creates a prosecution grey area: existing provisions can be applied by analogy (e.g., ‘impersonation’ for finger blending), but 

analogy-based prosecution is more legally contestable, less deterrent, and more vulnerable to successful legal challenge than 

explicit statutory provision. 

 

5.2 Inter-Agency Coordination Failure 

A secondary governance failure identified by the SCEI is the fragmentation of enforcement responsibility across 

multiple agencies without a coordinating mechanism. JAMB’s own administrative powers are limited to examination-level 

sanctions (result cancellation, CBT centre deregistration); criminal prosecution requires referral to the Nigerian Police Force 

(NPF), Department of State Services (DSS), Economic and Financial Crimes Commission (EFCC), or the National Identity 

Management Commission (NIMC). Each referral involves evidence transfer across institutional boundaries — a process that 

the SCEI documented as creating chain-of-custody breaks that render digital evidence inadmissible in court. The result is a 

systematic impunity gap: cases are identified and referred but rarely prosecuted to conviction. 

 

6. The Examination Integrity Governance Framework (EIGF) 
6.1 Framework Architecture and Design Principles 

The Examination Integrity Governance Framework (EIGF) is proposed as a four-pillar governance architecture that 

addresses the full causal chain of technology-enabled examination fraud: from technical detection to legal deterrence, preventive 

structural reform, and cultural reorientation. The framework is designed on four principles: comprehensiveness (all actor tiers 

and infraction categories must be addressed); proportionality (sanctions must reflect culpability gradients and the specific role 

of each actor); speed-centricity (detection and response mechanisms must operate within the examination cycle, not across 

years); and sustainability (reforms must be institutionally embedded, not dependent on periodic committee interventions). Table 

7 presents the EIGF architecture. 
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Pillar Name Core Mechanism Primary Actor / 

Owner 

Timeline 

Pillar 1 Detection AI-powered biometric anomaly 

detection; liveness-enabled facial 

recognition; real-time National 

Exam Security Operations Centre 

(e-SOC); forensic data analytics; 

blockchain audit trail for result 

processing 

JAMB ITS + NSA + 

DSS + contracted AI 

vendor 

Operational before 

2026 UTME 

Pillar 2 Deterrence Tiered sanctions framework: 3-year 

ban + prosecution (biometric fraud); 

2-year ban + prosecution 

(falsification); 1-year ban 

(solicitation); mandatory CBT 

centre deregistration with 

equipment confiscation; Central 

National Sanctions Registry 

accessible to institutions and 

employers 

JAMB Legal 

Services + NPF + 

DSS + EFCC + 

Judiciary 

Legislative 

amendment + 

registry operational 

2026 

Pillar 3 Prevention Examination Malpractice Act 

amendment codifying biometric/AI 

fraud; JAMB Act amendment 

granting limited prosecutorial 

powers; National Examination 

Integrity Task Force; mobile-first 

self-service registration platform; 

disability verification reform 

(medical certification mandatory); 

NIN registration at post-primary 

level 

Federal Ministry of 

Education + JAMB 

+ NIMC + National 

Assembly 

Legislative: 2026; 

technical: phased 

2026–2028 

Pillar 4 Cultural 

Reorientation 

Year-round 'Integrity First' national 

campaign (TV, radio, social media, 

schools, religious bodies); ethics 

module in secondary school 

curricula (NERDC mandate); 

parental accountability provisions in 

amended Examination Malpractice 

Act; whistleblower protection and 

incentive scheme for CBT centre 

insiders 

JAMB PCA + FME 

+ NERDC + Civil 

Society 

Launch: immediate; 

embedding: 3-year 

plan 

Table 7: Examination Integrity Governance Framework (EIGF) — Four-Pillar Architecture. 

 

6.2 Pillar 1 — Detection: The National Examination Security Operations Centre (e-SOC) 

The detection pillar addresses the fundamental technical gap: that JAMB’s current biometric systems are reactive 

(detecting anomalies in post-examination review) rather than proactive (detecting and blocking fraud in real time). The proposed 

National Examination Security Operations Centre (e-SOC) would maintain 24/7 monitoring across all active CBT centres during 

registration and examination periods, deploying AI-powered anomaly detection algorithms trained on the SCEI’s forensic 

database of confirmed fraud patterns. Liveness detection — which requires biometric subjects to perform real-time movements 

(blinking, head turning) during facial capture — would prevent the use of pre-processed morphed images. Fingerprint liveness 

detection would prevent the use of artificial silicon overlays or biometric donors not physically present at the registration 

terminal. 

 

6.3 Pillar 2 — Deterrence: The Tiered Sanctions Framework 

The SCEI’s investigation established that the existing disincentive structure is insufficient to deter organized 

examination fraud at the commercial pricing levels documented (₦15,000–₦180,000 per fraudulent registration). Where the 

financial benefit from a fraudulent UTME result substantially exceeds the expected cost of detection and sanction, rational actors 

will continue to participate in fraud markets. The tiered sanctions framework addresses this by calibrating penalties to both 
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infraction severity and actor role. For candidates, this means result cancellation and examination bans scaled from one to three 

years by infraction category. For CBT centres, it means mandatory deregistration with equipment confiscation under the 

Cybercrimes Act’s existing property forfeiture provisions. For parents and guardians directly complicit in financing fraud, it 

means criminal prosecution under the ICPC Act and Criminal Code conspiracy provisions. The proposed Central National 

Sanctions Registry — accessible to JAMB, the National Universities Commission (NUC), tertiary institutions, and employers 

— extends deterrence beyond the examination system to the full post-examination life consequences of fraud. 

 

6.4 Pillar 3 — Prevention: Legislative and Structural Reform 

The prevention pillar addresses the root causes of the governance failure identified in Section 5. Legislative amendments 

to the Examination Malpractice Act would introduce explicit provisions for biometric fraud (finger blending, image morphing, 

liveness spoofing), AI-enabled digital impersonation, and multiple NIN abuse — closing the prosecution grey area that current 

analogy-based application of existing statutes creates. The amendment to the JAMB Act would grant limited prosecutorial 

powers, enabling JAMB to initiate criminal proceedings directly in cases where existing evidence is already forensically 

certified, rather than requiring full referral to the NPF or DSS with attendant chain-of-custody risk. The National Examination 

Integrity Task Force would provide the inter-agency coordination mechanism currently absent: a standing body with 

representatives from JAMB, NSA, NIMC, DSS, EFCC, NPF, NSCDC, and the Judiciary, meeting quarterly and operating joint 

enforcement operations around examination periods. 

 

6.5 Pillar 4 — Cultural Reorientation: The ‘Integrity First’ Programme 

The SCEI’s stakeholder survey finding that 38–51% of stakeholders across categories perceive examination malpractice 

as normalised in their environment establishes that technical and legal reform alone cannot restore examination integrity. The 

cultural reorientation pillar proposes a year-round ‘Integrity First’ national campaign that targets parents and guardians (who 

constitute the Tier 1 financing actors in the tripartite collusion structure), students at secondary school level (before examination 

pressure peaks), and CBT centre staff (the Tier 2 operational actors most frequently involved in enabling fraud). The mandatory 

embedding of examination ethics modules in secondary school curricula — through NERDC mandate — addresses the 

normalisation problem at its formative stage. The whistleblower protection and incentive scheme targets the operational secrecy 

of Tier 2 and Tier 3 fraud networks, providing CBT centre insiders with legally protected and financially incentivised channels 

for reporting malpractice plans before they are executed. 
 

7. Discussion 
The findings of the SCEI investigation, and the analytical framework developed in this paper, challenge three persistent 

assumptions in the examination malpractice literature and in Nigerian policy discourse that must be corrected for effective 

governance to be achieved. 

First, the assumption that examination malpractice is primarily a candidate-level problem. The tripartite collusion 

structure documented in Section 4.2, and the evidence of CBT centre commercial pricing structures for fraud services, 

establishes unambiguously that the operational capacity of large-scale UTME fraud resides not in the candidates who purchase 

fraudulent registrations but in the CBT centre operators, professional examination-takers, and technical accomplices who deliver 

them. A governance strategy that focuses sanctions predominantly on candidates — as Nigeria’s current legal framework 

effectively does, through its focus on candidate impersonation and result falsification — leaves the supply-side infrastructure 

of the fraud ecosystem largely intact. The EIGF’s mandatory CBT centre deregistration with equipment confiscation addresses 

this supply-side dimension directly. 

Second, the assumption that the primary barrier to effective prosecution is insufficient laws. The SCEI’s legal sub-

committee’s observation that ‘there are enough laws but what is lacking is enforcement’ — suggests that the more consequential 

problem is not statutory inadequacy per se but inter-agency coordination failure and evidentiary weakness. The absence of 

digital evidence chain-of-custody protocols, the jurisdictional fragmentation of referral processes, and the absence of forensic 

certification capacity within JAMB’s own legal office collectively ensure that cases are identified but not prosecuted. Legislative 

amendment is necessary to close the specific biometric and AI fraud gap, but it is not sufficient: the National Examination 

Integrity Task Force and JAMB’s limited prosecutorial authority are equally essential governance interventions.  

Third, the assumption that technical upgrades alone can solve the examination integrity problem. The SCEI’s most 

consequential single finding — that JAMB’s biometric registration system, which is more security-advanced than comparable 

systems in the UK, USA, and internationally benchmarked peers, was successfully compromised not at the examination stage 

but at the registration stage through CBT centre insider exploitation — demonstrates that technical security measures are only 

as robust as the human and institutional infrastructure through which they are administered. Every technical upgrade JAMB 

deploys faces a corresponding adaptation by organized fraud networks. Sustainable examination integrity requires a governance 

architecture that simultaneously upgrades detection technology, closes legal prosecution gaps, restructures institutional 

accountability at the CBT centre level, and addresses the cultural normalization that sustains the demand for fraud services. 

Several limitations of this study must be acknowledged. The SCEI’s investigation was subject to a 21-day timeline, 

which constrained the depth of individual case analysis and the comprehensiveness of interview coverage (attendance rates were 

low in several infraction categories due to suspects declining to cooperate or failing to honour invitations). The stakeholder 

survey sample of 416, while representative of the stakeholder categories identified, is not a probability sample of the Nigerian 

population and cannot support generalisation to national prevalence estimates. The geographic concentration of field evidence 
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collection in five states may underestimate the distribution of malpractice in states not included in the investigation focus. Future 

research should conduct longitudinal tracking of SCEI-recommended reforms to evaluate their effectiveness, and should seek 

to establish fraud prevalence estimates through larger-scale probability sampling across all geopolitical zones. 

 
8. Conclusion 

The 2025 UTME examination fraud crisis documented by the SCEI represents a watershed moment in Nigerian 

examination governance: the point at which the sophistication of organized examination fraud definitively outpaced the 

governance architecture designed to contain it. AI image morphing, biometric registration poisoning, VPN-enabled ghost CBT 

centres, and multi-actor syndicate pricing structures constitute a categorically new threat class that requires a correspondingly 

new governance response.  

This paper has made four contributions toward that response. It has established, through primary empirical data, the first 

comprehensive typology of technology-enabled examination fraud in Sub-Saharan Africa. It has documented the tripartite 

collusion structure as the operational architecture of large-scale UTME fraud, demonstrating that candidate-focused governance 

strategies are structurally insufficient. It has provided the first systematic governance gap analysis of Nigeria’s legal framework 

for examination integrity, identifying the specific statutory, institutional, and evidentiary deficiencies that sustain impunity. And 

it has proposed the Examination Integrity Governance Framework: a four-pillar, multi-actor, institutionally embedded 

architecture for detection, deterrence, prevention, and cultural reorientation that addresses the full causal chain of examination 

fraud. 

The SCEI’s investigation demonstrated that Nigeria possesses the institutional knowledge, technical capacity, legal 

expertise, and multi-agency relationships required to govern examination integrity effectively. What is required now is the 

political will to translate the SCEI’s recommendations into legislative amendments, institutional reforms, and sustained public 

investment in the cultural reorientation that Nigeria’s examination ecosystem needs. The integrity of merit-based access to 

tertiary education — and the future of the approximately 2.2 million young Nigerians who sit the UTME each year — depends 

on getting this right. 

 

Acknowledgements 

The author acknowledges the commitment and sacrifice of all 23 members and secretariat staff of the Special Committee 

on Examination Infractions (SCEI), whose diligence over 21 days produced the investigative foundation upon which this paper 

is built. The JAMB Registrar and Board are also acknowledged for constituting the committee and providing full institutional 

support. The author is grateful to the security agencies — DSS, NPF, NPF-NCCC, and the Office of the National Security 

Adviser — for their collaboration in evidence collection and forensic analysis. This research was conducted in the public interest 

and received no external funding. 

Conflict of Interest: The author served as a member of the SCEI. He served as sub-committee leads and technical advisors 

within other committees. The author declare that this relationship did not bias the analytical conclusions of this paper, which 

are drawn from the empirical evidence of the investigation and subjected to standard scholarly review processes. 

Data Availability: The full SCEI report is available from JAMB upon formal request. Individual case data are protected under 

JAMB’s data governance framework and are not publicly available. The stakeholder survey instrument and aggregate results 

are available from the corresponding author for academic replication purposes. 

 

References 
1. JAMB. Special Committee on Examination Infractions (SCEI): Final Report. Abuja: Joint Admissions and Matriculation Board; 2025. 

2. Deihl M, Davis J. Examination integrity and educational equity: A global review. J Educ Policy. 2021;36(4):512–531. 

3. JAMB. Annual Report and Statistical Digest 2025. Abuja: Joint Admissions and Matriculation Board; 2025. 

4. Eze N. Technological malpractice in Nigerian tertiary entrance examinations: An emerging challenge. Afr J Educ Stud. 2022;9(2):88–

104. 

5. Osunde A, Omoruyi O. Mobile phone use and examination malpractice in secondary schools in Nigeria. Int J Educ Res. 2020;8(3):44–

58. 

6. Cizek GJ, Wollack JA. Handbook of Quantitative Methods for Detecting Cheating on Tests. New York: Routledge; 2017. 

7. Sotayi A. Typologies of examination malpractice in sub-Saharan Africa: A systematic review. Comp Educ Rev. 2019;63(2):179–202. 

8. Chapman DW, Lindner S. Degrees of integrity: The threat of fraud in higher education. Stud High Educ. 2016;41(2):247–268. 

9. Aluede O, Idogho PO, Imonikhe JS. Increasing access to university education in Nigeria: Present challenges and suggestions for the 

future. Afr Res Rev. 2012;6(1):189–202. 

10. Nwadiani M. Examination malpractice in Nigerian universities: Causes, consequences and remedies. Benin City: Ambik Press; 2000. 

11. Osunde A, Omoruyi O. Electronic malpractice: The challenge of mobile phone use during examinations. J Educ Technol. 2020;17(1):31–

42. 

12. Eze N. From manual to digital impersonation in Nigerian examinations: Tracing the evolution. Niger J Educ Policy. 2023;11(1):14–29. 

13. Jain AK, Flynn P, Ross AA (eds). Handbook of Biometrics. New York: Springer; 2007. 

14. Daugman J. How iris recognition works. IEEE Trans Circuits Syst Video Technol. 2004;14(1):21–30. 

15. Bamiro D. JAMB ITS Technical Overview: Biometric Integration in UTME 2025. Abuja: JAMB; 2025. 

16. Ratha NK, Connell JH, Bolle RM. An analysis of minutiae matching strength. Proc AVBPA. 2001;223–228. 

17. Johnston A. Governing examination integrity: A three-level framework for national assessment systems. Assess Educ. 2012;19(3):303–

320. 

18. Baird JA, Isaacs T, Johnson S, et al. Assessment and Learning: The Learner Perspective. London: SAGE; 2011. 



Biometric Fraud, Syndicated Collusion, and the Governance of Technology-Enabled Examination 
Malpractice in Nigeria: Evidence from the 2025 UTME Special Committee Investigation 

Published By: Fifth Dimension Research Publication                    https://fdrpjournals.org/                                   339 | P a g e  

 

 

 

 

19. Chapman DW, Lindner S. Degrees of integrity: The threat of fraud in higher education. Stud High Educ. 2016;41(2):247–268. 

20. Okwuosa L. Examination malpractice law in Nigeria: An assessment of adequacy and enforcement. Niger Law J. 2023;22(1):44–68. 

21. Okonkwo R. Cultural normalization of examination fraud in Nigeria: A qualitative study. J Educ Dev. 2018;12(3):77–95. 

22. Umar A, Alhaji M, Garba S. Parental complicity and examination fraud in Northern Nigeria. Afr J Educ Manag. 2021;18(2):112–129. 

23. Federal Republic of Nigeria. Examination Malpractice Act, Cap E15, Laws of the Federation of Nigeria 2004. Abuja: Government 

Printer; 2004. 

24. Federal Republic of Nigeria. Cybercrimes (Prohibition, Prevention, Etc.) Act 2015 (amended 2024). Abuja: Government Printer; 2024. 

25. Federal Republic of Nigeria. Administration of Criminal Justice Act 2015. Abuja: Government Printer; 2015. 

26. UCAS. How to Apply: Undergraduate Applicant Guide 2025. Cheltenham: UCAS; 2025. 

27. College Board. SAT Suite of Assessments: Test Administrator Manual 2025. New York: College Board; 2025. 

28. Cambridge Assessment International Education. Cambridge Handbook 2025: General Regulations. Cambridge: Cambridge University 

Press; 2025. 

29. Owoseni F. Security dimensions of examination malpractice: A law enforcement perspective. Presentation to SCEI, August 2025. Abuja: 

JAMB; 2025. 

30. National Identity Management Commission (NIMC). NIN Enrolment Anomaly Report Q2 2025. Abuja: NIMC; 2025. 

 


