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Abstract: The objective of the current study is to create and validate a 
reliable and secure watermarking algorithm. The algorithm first 
performs independent FRFT transformations on the cover image and the 
watermark image to determine their respective amplitudes. Only the 
cover image's amplitude is then used for the two-level DWT 
transformation. Secondly, the algorithm applies the SVD to the 
amplitude of the watermark picture and the low-frequency sub-band of 
the second level DWT of the cover image. Thirdly, in order to embed 
watermark information, a new matrix is built using the singular values 
from both the cover and watermark images. The proposed work next 
uses the preceding numerical computation to identify the proper order 
of FRFT transformation for the cover image. It has been demonstrated 
that the DWT and SVD-based approach we suggested in the FRFT 
domain offers improved imperceptibility and resilience. For the following 
reasons, it is robust and imperceptible well. The advantages of both the 
spatial and transform domains are utilised in the watermarking 
algorithm, which combines the multi-resolution capabilities of DWT with 
the stability of SVD. Additionally, the transformation order of FRFT is 
used as a key in the process of extracting the watermark, which can 
increase the security of the proposed scheme. 
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1. Introduction 
       Text documents, still images, moving pictures, music, and other types of digital content are frequently used in 

everyday life today. As a result, with the growth of information digitalization and the internet as one of the concomitant side 

effects, it is getting simpler for an individual or a group to copy and transmit digital products without the owner's consent. As 

a result of this sharp increase in tendency, content owners start to worry about copyright protection. Thus, a digital 

watermarking system is developed to address this issue. 

      The application of a digital watermarking system enables users to permanently and imperceptibly insert digital 

information into printed, audio, visual, and visual media. Digital watermark research aims to give digital items copyright 

protection and to stop and trace their unauthorised duplication and transfer. Watermarking is the process of adding data to a 

digital image, video, or audio file that can be used to identify the owner or track copyright infringement. Although there are 

several ways to prevent content misuse, such serial number entry, registration, or encryption to verify the right owner or user, 

there are still many users that infringe copyright ownerships, and they tend to get older. 

      One of the promised ways to uphold intellectual property rights and prevent tampering with digital information is 

digital watermarking. It entails the technique of incorporating a perceptually transparent digital signature containing a 

message about the host signal to mark its ownership into the host signal. The term "digital watermark" refers to the digital 

signature. Data from the digital watermark can be utilized for a number of purposes, such as tamper-proofing, broadcast 

monitoring, and digital rights management. When watermarked media is run through a suitable watermark detector, even if it 

is perceptually transparent, the presence of the watermark is revealed. A watermark is typically made up of a binary data 

sequence that is embedded by the watermark embedded into the host signal. Consequently, a watermark embedded has two 

inputs: the host signal and the watermark message, which is typically accompanied by a secret key (e.g. image, video clip, 

audio sequence etc.) The watermarked signal, which cannot be perceptually distinguished from the host signal, is the output 

of the watermarked embedded. The watermark detector is then used to examine the signal after it has been transmitted or 

captured. The detector checks to see if the watermark is present in the multimedia signal being examined, and if it is, it 

recognizes the message that is contained within. 

https://creativecommons.org/licenses/by/4.0/
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The study of watermarking is closely related to those of steganography and information concealment. The three 

fields overlap significantly and frequently use similar technical approaches. There are, nevertheless, some fundamental 

philosophical distinctions that have an impact on the specifications and design of a specific technical solution. Compared to 

watermarking, the topic of information concealing is more broad and encompasses a wider range of issues. While 

steganography is an art of covert communication, the term "hiding" refers to the technique of making the information 

undetectable or keeping its presence secret. So, systems that use watermarking are those in which the hidden message is 

connected to the host signal, whereas systems that use non-water marking are those in which the message is disconnected 

from the host signal. 

 

2. Literature Survey 
By utilising feature extraction and picture normalising techniques, Tang, W. C. et al. (20018) focused on creating a 

digital watermarking strategy immune to geometric distortions and various signal processing attacks. To find reliable feature 

points that serve as reference points for watermark embedding and watermark detection, the Mexican Hat Wavelet scale 

interaction feature extraction approach is used. The Mexican Hat Wavelet scale interaction system has advantages because it 

can be applied to both coloured and grayscale pictures. 

In 2015, Choom chuay S. et al. introduced a reliable picture watermarking method utilising multi resolution wavelet 

analysis. QSWT (Qualified Significant Wavelet Tree) is utilised to choose reference points for embedding and extracting 

watermark data. While the watermark is being extracted, the wavelet domain employed for picture watermarking leads to a 

higher level of robustness against purposeful and unintentional attacks. Using wavelet multire solution analysis (MRA), a 

reliable picture watermarking method is employed. By breaking the host image into three levels and applying the QSWT 

method to insert the watermark at the reference locations, the watermark is embedded in the LL band. The watermarked 

image is subjected to permutation using an LFSR (linear feedback shift register) to increase its security level.The 

watermarked pattern is retrieved by comparing coefficients at the same QSWT positions for both the host picture and the 

watermarked image, respectively, during the extraction of the watermarked image.  

The difference of Peak Signal to Noise Ratio (PSNR) of watermarking and masking in context to the data stored on 

cloud, as these are more susceptible to attacks, can be reduced by the invisible marking that is digital watermarking, according 

to Min Chien Yu et. Al. in "Improving Security and Privacy of Images on Cloud Storage by Histogram Shifting and Secret 

Sharing" published in 2016.This project included a comparison-based study that was concerned with improving data security 

in a setting where leaks were likely to occur. They suggested a secret key that would stop malevolent users from attacking 

cloud-stored stuff. Arezou Soltani Panah et al. [4] proposed in "The characteristics of non-media Digital Watermarking: A 

Review of State of Art Techniques" published in 2016 that the strength of a watermark resides in how easy the user can see it; 

they have concentrated on the imperceptibility of the watermark. They have defined invisibility for human intervention as a 

way to safeguard data or information using digital watermarking. Additionally, they mentioned how this method is employed 

to improve data by adding secret information to increase data reliability. 

In "Distributed Secret Sharing Approach based on QR Code," Pei Yu Lin [5] proposed a designed approach to QR 

sharing in 2016. This approach is quite different from related QR codes in that it uses some of their characteristics to achieve 

secret sharing in order to resist any print and scanning operation without permission. This lessens the risk of an attack on the 

data kept in the QR database's backend because only the intended recipient may view the data. 

 

Table no 1:PSNR for previous techniques. 
S.No. Technique PSNR 

1 Multiresolution 

analysis of wavelet 

34.28 for JPEG compression 

20.30 for low pass filter at window size (7*7) 

18.48 for white noise 

2 DCT with multiple 

description 

No. of watermark embedding bits = 4096 

PSNR = 39.37dB 

No. of attack reported = 20 

3 Scalar Quantization 51.12 dB for median filtering and resizing attack 
48.0304 for JPEG compression 

4 Wavelet Technique 24 dB after JPEG compression 

Attacks = 25 

 

3. Proposed Methodology and Algorithm 
 Algorithm for Embedding a Watermark 

 Input 

 Watermark1 is a binary image that we insert in the main watermark and serves as a watermark. 

 Watermark2: The primary watermark is a binary image. 

 Cover Image: a watermarked grayscale image. 

 E1: the encryption key for Watermark1. 

 E2 is the encryption key for watermarked watermarks. 

 The primary watermark's encrypted binary watermark is included using the W1 key. 

 The W2 key was used to incorporate an encrypted watermark into the cover image. 

Algorithm  

1.) Using the key E1, we execute an XOR operation on Watermark1 to encrypt it. This step's result is known as Encrypted1. 
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2.) Using key W1 into the second binary watermark picture (Watermark2). Let's say the resultant image is Watermarked1.  

3.) Encrypt Watermarked1 once again using XOR and key E2 to produce Encrypted1. 

4.) To incorporate Encrypted2 utilizing key W2 into the grayscale Cover Image. Final watermarked image is the output image 

(Watermarked2). 

Final watermarked output is Watermarked2. 

 
          Figure 1 Block Diagram of Purposed Watermarks Embedding Procedure 

 

 
 Figure 2The Proposed method flow for putting a watermark 

 
Peak Signal to Noise Ratio 

PSNR evaluation parameter help in finding the actual information present in the received data. So PSNR is the ratio 

of peak actual information to the noise information that affects the original data.  

PSNR=  

Extraction Rate 

The number of actual bits received is divide by the total number of  embedded bits,where nc is the number of 

correctly extracted bits, and na is the total number of embedded bits.The extraction rate η is defined as follows: 

 

  

4. Simulation And Results 
       In the simulation, a carrier picture of 256x256 grayscale pixels is chosen, and a watermark of 32x32 grayscale pixels 

is chosen, as shown in Figure 2. Programming in Matlab is used to simulate the algorithm that is being shown.Peak signal to 

noise ratio (PSNR) measures the embedded watermark's invisibility, and normalised cross-correlation (NC) assesses how 

similar the recovered watermark is to the original watermark. 

 

Compression of JPEG 

      In order to save storage space and speed up transmission, the watermarked image is typically compressed. A popular 

compression method is JPEG compression. Figure3 displays the watermarked image following JPEG compression with a 

50% quality factor. 

 

Cropping an image 

        Figure is created by cropping the watermark picture 56 columns to the right. Figure 4 displays the watermark that 

was taken from the cropped watermarking image  

 

Image sharpening 

       Sharpening the watermark image results displays the watermark that was taken out of the sharpened watermarking 

image  










errorSquareMean

valuepixelMax

__

__
log10 10

100
a

c

n

n




 
 
A Robust Hybrid Watermarking Method Based on DWT and SVD for Secured Communication 

15 | P a g e   

 
Figure 3 Original Image and Key Watermark 

 
Figure 4 Watermarked Image and Key extracted from Image 

In order to estimate the imperceptibility of our suggested watermarking strategy, we choose four alternative cover 

photos and insert the watermark into each of them. In order to choose a suitable FRFT transformation order, p1 = p2 = 0.05, 

the relevant values of PSNR and SSIM have been determined. 

In order to defend against image scaling attacks, the NC values and BER values change as the scale size does. In this 

scenario, we investigate the 0.5–2.5 scale range.The NC values are greater than 0.98, the BER values are likewise within the 

permissible range, and the scale size is smaller than 1.5. It is shown that the watermarking method we suggest in this research 

is highly robust against rotational and scaling attacks. 

       The two main criteria for evaluation for the study of digital image watermarking methods are imperceptibility and 

resilience. After inserting watermark data, imperceptibility is used to gauge how much the original image has been distorted. 

The primary methods of performance assessment for watermarking schemes include PSNR (Peak Signal to Noise Ratio), 

SSIM (Structural Similarity), NC (Normalized Correlation), and BER (Bit Error Rate). After inserting watermark data, the 

visual quality of the image is assessed using PSNR. fpeak is the original cover picture's peak intensity, measured as 255 for an 

8-bit grayscale image that is frequently employed.f(i, j), g(i, j) (i, j) Indicate the watermark image's location and the original 

cover image's grey pixel value (i, j). M and N represent the photos' respective width and height. In general, the better the 

image imperceptibility and the fewer the image distortion, the higher the PSNR value. 

 

Table no 2 Obtained PSNT, MSE for various simulated images 

 
         Compared to other transforms, the wavelet transform has various benefits. The properties of the wavelet-based 

watermarking method have been carefully examined in the paper. According to the experiment's findings, the algorithm 

detailed in the study has numerous benefits, including great selectivity and robust security. The suggested algorithm's 

robustness has also been tested using attacks such JPEG compression, image cropping, and image sharpening, and its viability 

and validity have been proven by various evaluation criteria described in this study. The algorithm can be readily realised 

based on the experiment's findings. However, the ability to extract the watermark is constrained because the original image 

should be used in order to do so. 

In this paper, we present a novel approach to image watermarking. This technique boosts the power and security of a 

strong watermark. The idea of nesting is employed to enhance capacity. That we incorporate one watermark into another. 

Cryptography is also used to make watermarks more secure. It employs blind watermarking. Means that while retrieving the 

watermark, the original image is not necessary. Because it takes less time than wavelet or frequency domain techniques, we 

employ the spatial domain technique to embed the first watermark in the second. Techniques in the spatial realm are less 

reliable. However, resilience is a far more crucial factor to take into account for the second watermark because both 

purposeful and unintentional attacks immediately impact the second watermark by changing the final watermarked image. 

Therefore, we employed a technique based on DWT, which is particularly resistant to attacks, to implant the second 

watermark. 
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5. Conclusion 
         The discrete wavelet transform (DWT), which is based on time and frequency tools, is time-consuming, but it 

ensures robustness. It also uses the Fourier transformation to prevent the entire message from being attacked or being 

impacted by any geometrical modifications. In the process of digital watermarking, the embedding algorithm transforms the 

data set into a digitally watermarked set in order to stop subsequent media manipulation. It accepts the secret key and 

watermark bits as inputs. The watermark embedding is then applied in the SVD decomposition by multiplying the singular 

values of the watermark image and the original cover image by a scaling factor. Utilizing the FRFT transformation order also 

increases the security of the watermarking approach. Additionally, the suggested watermarking strategy is based on DWT and 

SVD transforms in FRFT, which may defend the beneficial and instructive image from many types of extreme signal 

processing and geometric attacks. In this research, we present a secure and robust technique based on the DWT and SVD 

transform in the FRFT domain to increase the imperceptibility and robustness of invisible watermarking systems. The 

watermark information is embedded in the LL (low frequency component) sub-band of the DWT transform, which has the 

highest energy and increases resistance to malicious attacks. 
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